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1. Introduction

Microwave ovens and 802.11 both use the unlicensed 2.4GHZli@\strial
Scientific Medical) band. Microwave ovens use thigj@iency to heat while 802.11 uses
this for communication. The use of microwave overthévicinity of an 802.11 node
therefore naturally affects the node's ability to oamicate. In this project we
investigate how microwave oven noise interacts @@R.11 communication protocol.

2. Microwave Ovens

As the waves in microwave are used to heat foodge¢herated waves are very
powerful. Even though shielding is provided to make surevth&es do not escape the
microwave enclosure, some of it does escape. In cosopaid the 802.11 signals, which
have power in the milliwatts range, the waves theags from the microwave are very
powerful.

The main component of a microwave oven is a magnelioe magnetron
generates high power electromagnetic waves whenevepiisvoltage is above some
threshold. A.C. mains normally drive the magnetrore AC. mains can also be
rectified before being supplied to the magnetron. In eithse, when the input voltage is
less than the threshold, no magnetic waves are gederdithenever the A.C. mains
voltage is below some threshold, no waves would be giterSo whenever a
microwave oven is being used, it does not generate whare@sghout the time it is
switched on. As the A.C. mains are periodic with gdency of 60Hz, the time intervals
when no waves are generated by magnetron are alsalipavith the same frequency.

The value of threshold and the use of a rectifieraaufacture dependent and
hence varies from microwave to microwave.
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3.802.11

Not all 802.11 protocols use the 2.4GHz band. Only 802.11b and 802.11g
communicate using the 2.4GHz band. As the strength of 802ddlsis much weaker
than interference generated by microwave oven, aldigmsmitted while there is
interference will not be received properly. In otherds, microwave oven interference
drowns out any other signal that may be present.

Contention for media is avoided in 802.11 by doing carelse. 802.11
hardware uses RF transceiver to transmit and redgnels These are used to check if
some signal is being transmitted. This process isdcedlerier sensing. If some signal is
present, then the medium is assumed to be busy. Whemewedium is busy no
transmissions are made.

802.11 defines following rules for transmissions:

If the medium has been idle for longer than a speatficuant of time
called DIFS (DCF inter-frame space), transmissiomnsbesyin
immediately.

If the medium is busy, the node must wait for the chigioneecome idle.
802.11 refers to the wait as access deferral. If aceesddrred, the
station waits for the medium to become idle for thERIA period called
the contention window or back-off window follows théH3. This
window is divided into slots. Nodes pick a random slot aait for that



slot before attempting to access the medium. All sleesequally likely to
be selected. When several nodes are attempting taritati'e node that
picks the first slot wins. The back-off time is seééetfrom a larger range
each time a transmission fails.

4, Microwave and 802.11

Whenever the microwave is generating interferemég niot possible to transmit
any signal. The only time 802.11 can send frames is wiega ts no interference. For
example, if the microwave oven interference is prefer60% of the time, 802.11 can
transmit only 40% of time. This implies that the agerédandwidth of 802.11 cannot be
increased beyond 40% of the original.

Suppose the microwave interference starts when no fpiadb&ing transmitted. In
this case, all the nodes see the medium as busy andhdogn&o the state of the system
when the interference is gone is the same as tteewsteen the interference started. This
implies that the microwave interference does notaatewith 802.11 except for making
the medium unavailable.

If a frame is being transmitted when the microwawerference begins, the
receiver will not decode the frame properly. In thisegdahe transmitter will increase its
back-off period for the next transmission. This maylléo reduction of bandwidth as
seen by the system. For example, consider two casesvhere the frame is transmitted
successfully and then the interference starts and enatiere the frame is not
transmitted successfully. When the next frame neelis toansmitted the node will much
smaller time when the transmission is successful.tDleis the waiting time increases
and the free medium is not used as often as it coulddereused. Also the
retransmission of corrupted frame will decrease theepayd bandwidth.

Decreasing the probability of its occurrence can rethredoss of bandwidth due
to frame corruption. Making frame size smaller and notetesing the transmission
speed can achieve this. Reduction in frame size redioeesansit time of the frame. In
case of frame losses 802.11 nodes may try to reduce tisenisaion speed. But in case
of microwave interference this will increase thensit time, which will in turn increase
the probability of corruption of frames. So when mizave oven interference is present,
the transmission speed should not be decreased. Bdtbsef schemes are already
implemented in commercial 802.11 products [2].

Also, 802.11 supports fragmentation of data, which can leetossounter such
losses. A packet to be transmitted is broken up intdlanfiaagments. After transmitting
each fragment, the sender waits for the receivecknavledge. So if the interference
starts when some packet is being transmitted, onlyjrageent of the packet will be lost
and not the whole packet.

We tested the bandwidth performance of 802.11 in presemiemivave oven
interference for both TCP as well as UDP. The mi@ee oven that was used generated



interference for almost half the time. TCP bandwiakbreased from around 11Mbps to
5Mbps when the microwave was switched on. This ixpsaed. For UDP the
performance degraded from 30Mpbs to 15Mpbs. This again aligha/itteour
expectation that the bandwidth will degrade to half. €legeriments also confirm the
fact that 802.11 makes full use of available time to gieentaximum possible
bandwidth.

5. Implementation

From above we can see that it is not possible poake the performance of
802.11 in the presence of microwave oven. But there nrag spplications that may
benefit if we could detect when a microwave is on aedipt when the microwave
interference is going to be present while the micrea\active. These techniques were
implemented in Linux by modifying MADWIFi drivers for Aghos-Netgear WAG511
PCMCIA NIC [5].

6. Detecting Interference

The way in which microwave oven interference intesavith 802.11 hardware
makes it possible to detect the presence of the irtade. The interference is interpreted
by the hardware as a signal transmission. Howevetseare encountered when an
attempt is made to decode this interference signalh@tdwvare reports this event as a
physical error. Because of this, the number of physicaks reported by 802.11
hardware increases significantly when microwave ontenference is present.

The figure below was extracted from a trace ofligsaw[1] dataset and shows
the number of physical errors encountered during a periaggrbximately 10 minutes.
The two regions in which the number of physical ereyessignificantly high correspond
to periods of time when microwave oven interferenes encountered and can be clearly
discerned from the nominal levels where no interfegemas present.
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We can make use of this behavior to detect the presd#microwave oven
interference. Specifically, we average the number gsipal error occurrences reported
by the hardware over time and compare this averagane ghreshold value to detect
whether interference is present. Our experiments sutgesin exponentially weighted
time-averaging technique is most successful in eliminiiee positives. We also found
that an averaging period of 250 to 500 milliseconds is suftiéter most situations. We
have further seen that while the number of physicaleccurrences varies both from
oven to oven and as a function of the distance frenintlerference source, the number of
physical error occurrences commonly increases 3 taristabove the nominal level in
the presence of microwave oven interference, anthtkshold can be set accordingly.

/. Interference Synchronization and Prediction

Due to the periodic nature of microwave oven interfeeeit is possible to predict
the windows in time for which the interference \aifld will not be present while the
microwave oven is active. To accomplish this, weckyonize the physical error
occurrences with the frequency of the interferenceaigpecifically 60 Hz. We employ
anoffsetas described below:

time 1

offset=time— L—J *T: T=—
T 60

wheretimeis the time at which a physical error has occurréis dffsetcan be
considered as the time when the physical error occancetilo a 1/60 second period.
Perhaps a more intuitive and useful interpretation isitlggaves the phase of the physical
error occurrence within the 60 Hz cycle. Since theomave oven interference is
periodic at 60 Hz, theffsetvalues for the physical error times will remain dang while
the microwave is active.
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The figure above shows tleéfsetvalues for a period of approximately 35 seconds
in which a microwave oven was activated after appratety 1 second and for a period
of approximately 8 seconds. Each graph mark indicategle gihysical error
occurrence. The two dense regions correspond to thecahgsiors caused by the
microwave oven interference. The flatness of tmeg®ns demonstrates the periodicity
of the interference. Furthermore, since there acedistinct regions, it can be deduced
that an AC rectifier was used to generate the micregaausing the interference. We
note another periodic occurrence that can be seethaslime beginning at
approximately 22 seconds. This region does not correspahe interference from the
previously mentioned microwave and must be the resgbwie other interference
source.

Since the microwave oven interference is periodiccarenot only detect the
interference, but also predict when the physical emdi®ccur by using the
synchronizatioroffsetvalues of previous physical errors. To accomplish iésclassify
the offsetvalues of the physical error occurrences into 32 cleigtedividing the period
of the 60 Hz cycle into 32 sub-windows and counting the oenaes of physical errors
for each sub-window. We then periodically compare teesats to some threshold value
to determine when the interference occurs with redpeitte period. We can then simply
predict that theffsetvalues will remain constant for the periods in betwiwe threshold
comparisons.
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The figure above shows the results of this predicechnique for the instance
described above. We can see that the two regionsspomeding to the microwave
interference are properly predicted and that the regidimeoinknown interference source
is partially predicted as well. Furthermore, we see on false positive occurring for
this sample.
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9. Conclusion

In this project we characterized the microwave owegrierence and investigated
how the interference interacts with 802.11. We foundithg&inot possible to improve the
performance of 802.11 significantly in the presence ofoniave oven interference, as
the performance of 802.11 is already nearly optimal. Wesinhted a microwave oven
interference detector and predictor, which is able twigde the information with high
accuracy.
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